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Supply Chain Risk Model
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SLSA Threat Model



Why Now

https://dev.to/snyk/polyfill-supply-chain-attack-embeds-malware-in-javascript-cdn-assets-55d6


This Stuff is Hard



The 3 Fs of your supply chain

Fix
Fork
Forgo



One More F



One More Funding



Alpha-Omega Mission

Protect society by 
catalyzing sustainable 
security improvements to 
the most critical open 
source software projects 
and ecosystems



Alpha-Omega Strategy

A
Security 
Staffing

B
Package 

Repositories

C
Audits and 

Remediation

D
Innovation & 
Experiments



14

Orgs
Funded

14 

By the Numbers

Full Time Engineers 
Hired

13 Security 
Audits9

$8.3M
in Grants



Origin Story: It’s Always About People

Seth Larson and Michael Winser 
present at PyCon

Jarek & Michael meet

From the Pacific Garbage Patch to 
cleaning the Airflow beach

Alpha-Omega - Airflow PMC 
collaboration



Beach Cleaning





So let’s talk about 
Airflow Security



Airflow is secure



Airflow is secure



Airflow is active
in its security



Airflow is active



Users and Contributors





Security improvements in 2023-2024
● Dedicated security team

● Created and documented detailed process

● Introduced security model

● Canned responses to issues

● Disabled inherently insecure features

● Hardened CI workflows

● Introduced reproducible builds (provenance)



Airflow  

● Active security team (15 people, ~ 5 more active)

● Airflow: 62 committers, 33 PMC members

● 3000+ (!!!) contributors

● Airflow is big “enough” to attract funding

○ Stakeholders

○ Sovereign Tech Fund : 2023

○ Alpha-Omega Fund: 2024



Dependency tree

579





Airflow Security Ecosystem

● Users

● Committers and PMC members

● Airflow Dependencies 



Security regulation

● Regulations are coming

● We have less than 2 years

● Everyone is impacted

● Everyone needs to be involved



Experiment starts …



United effort
● Apache Software Foundation

● Airflow PMC

● Python Software Foundation

● Alpha-Omega Fund

● Some users (indirectly)



Involved parties 
● OpenRefactory (analysing source code for bugs)

● CDXGen (generating SBOMs and other inventories)

● OSTIF (security audits)

● External researchers/security specialists



Goals and Principles

● We want to review ALL our dependencies (700+ !)

● We are leading and learning and adapting

● Automation to scale

● Always remember the people



Inventory - automated in about 50% 



Assessment



Open Refactory: Bugs analysis

● 2 months

● 719 Packages

● 14 Bugs Reported

● 3 High, 6 Medium, 5 Low severity



Experiment in 
progress …



Actions
● 16 projects to start with

● Add security policies

● Follow up on unsecure workflows

● Propose Trusted Publishing

● Follow up on unpatched vulnerabilities

● Propose mandatory code reviews



Long term targets
● Full automation and coverage

● Run targeted audits and projects

● Target ALL projects

● Regular, incremental process

● Spread the methodology / findings

● Contribute to other efforts (PSF)



What YOU can do?



Think security

● Contribute  back security reports

● Know your dependencies

● Support security efforts of similar initiatives



Learnings?



Conclusion

Airflow’s security 
depends on its 
engagement with its 
supply chain



Takeaways

Supply chain relationships are a human problem

The transitive problem: every (new) dependency creates 
exponential risk over time

Current vulnerabilities are less important than sustained 
security handling and project health

Make security a first-class priority in every project plan



Let’s continue the conversation

https://communityovercode.org/ 

Denver, Colorado, October 7-10, 2024

https://communityovercode.org/


Thank You!
We’ll be around at Grand Ballroom at 
2 pm  to talk to us (Birds of a Feather)



Resources
SLSA

SSDF

Alpha-Omega Project

Case Study Eclipse Temurin: 
Pioneering Software Supply Chain 
Security

Open Source Software Foundation

Airflow Security

Python Security

https://slsa.dev
https://csrc.nist.gov/Projects/ssdf
https://alpha-omega.dev
https://outreach.eclipse.foundation/adoptium-temurin-supply-chain-security
https://outreach.eclipse.foundation/adoptium-temurin-supply-chain-security
https://outreach.eclipse.foundation/adoptium-temurin-supply-chain-security
http://openssf.org
https://airflow.apache.org/docs/apache-airflow/stable/security/index.html
https://www.python.org/dev/security/

