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Airflow environment

Context
Before Airflow 2.9 and introduction of 
extensible user management (AIP-56)
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Core Airflow

FAB security 
manager

Webserver

User

User action

Check whether the user is 
authorized to perform the acton



Airflow environment

Context
Since Airflow 2.9 and introduction of 
extensible user management (AIP-56)
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Core Airflow

Webserver

User

User action

Fab provider

FAB Auth 
manager

Auth manager 
interface

Inherits

Is authorized?
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Interface responsible for:

Airflow environment

Webserver

get_user()

is_logged_in()

Auth 
manager

get_url_login()

get_url_logout()

User authentication
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Interface responsible for:

Airflow environment

Webserver

get_user()

is_logged_in()

Auth 
manager

get_url_login()

get_url_logout()

User authentication User authorization

Airflow environment

Webserver

is_authorized_dag()

is_authorized_variable()

Auth 
manager

is_authorized_view()

filter_permitted_dag_ids()
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Why an auth manager?
Airflow environment

Core Airflow

Webserver

User

User action

Fab provider

FAB Auth 
manager

Auth manager 
interface

Provider X

Auth manager X
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[core]
auth_manager = 
airflow.providers.X.auth_manager
.XAuthManager



Why an auth manager?
Airflow environment

Core Airflow

Webserver

User

User action Auth manager 
interface

Keycloak auth 
manager

10

Keycloak 
service

Users

Permissions

Deployment 
manager
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Why an auth manager?



AWS auth manager
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Airflow environment

Amazon provider

AWS auth manager

Core Airflow

Webserver

User

User action Auth manager 
interface

AWS auth 
manager
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Users

Permissions

Deployment 
manager

Amazon Verified 
Permissions

AWS Identity 
Center
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https://docs.google.com/file/d/1C8oUNvRmYvS0p00Y-FRgpz0xm2aDSrvg/preview


15

AWS auth manager
Authorization

● Amazon Verified Permissions
● Uses Cedar language: language to define permissions
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AWS auth manager
Give all permissions to a group of users
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AWS auth manager
Give all permissions to a group of users Give DAG specific permissions to a group of 

users
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AWS auth manager
Give all permissions to a group of users Give DAG specific permissions to a group of 

users

Give read-only permissions to a group of users
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AWS auth manager
Give all permissions to a group of users Give DAG specific permissions to a group of 

users

Forbid specific action to specific user

Give read-only permissions to a group of users
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AWS auth manager - future



Airflow 3 and 
beyond
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Airflow 3 and beyond
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Airflow environment

Core Airflow

Webserver

User

User action

Fab provider

FAB Auth 
manager

Keycloak provider

Keycloak auth 
manager

Simple auth 
manager

Auth manager 
interface

Amazon provider

AWS auth 
manager

Provider X

Auth manager X

By default



Questions?
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https://github.com/vincbeck
https://www.linkedin.com/in/vincentbeck


