


Introduction to cluster policies

● Defined as Python functions

● Check or mutate Airflow objects.

● Enforce standards

● Useful for governance.



Types

● dag policy

● task policy

● task instance mutation hook

● pod mutation hook



Dag Policies

● Applied to a dag object 

● When it is loaded in the dagbag.

● Check and mutate parameters in the dag definition.

https://airflow.apache.org/docs/task-sdk/stable/api.html#defining-dags


Governance Use Cases

● dag_id naming convention

● dag description, tags, owner_links

● dagrun_timeout







Disallow catchup with max_active_runs>1



Require owner email in tags



Task Policies

● Applied to a task object (BaseOperator) 

● When it is loaded in the dagbag.

● Check and mutate task parameters.

● Applies to every task instance of the task object.



Governance Use Cases

● callbacks

● worker queues

● ban operators

● executor_config



Restrict usage of a specific connection



Run KPO & deferrable tasks on a lightweight queue



Task Instance Mutation Hook

● Applied to a task instance object 

● When the TI is initialized on the scheduler

● Again after the TI has landed on a worker.

● Selectively applied to some task instances of a task.



Governance Use Cases

● Mutate task instances between:

○ tries

○ map indices

○ runs



Remove success callbacks for manual & backfill runs

Assign map indices>5 to a separate queue



TypeError: argument of type 'NoneType' is not iterable

Run manual and backfill dags on a specific queue

This does not work!



Add retry callback only before the final retry



Pod Mutation Hook

● Applied to a Kubernetes pod created using the KubernetesExecutor or 

KubernetesPodOperator.

● Run when building the pod.

● Examine or mutate a kubernetes.client.models.V1Pod object.



Governance Use Cases

● sidecar containers

● NodeSelector

● annotations

● default pod resources.

● termination grace period



Add tolerations to KE worker pod



Overall Considerations

Cluster policy mutations lack user visibility.



Overall Considerations

Cluster policies can impact critical Airflow components like the scheduler! 



Overall Considerations

Cluster policies can impact critical Airflow components like the scheduler! 



Implementation

● airflow_local_settings.py 

● custom module with pluggy (using a setuptools entrypoint)



Questions?



The 2025 Apache 
Airflow® Survey is 
here!

Fill it out to for a free Airflow 3 
Fundamentals or DAG Authoring in 

Airflow 3 certification code



References

● OSS Airflow docs

● Astronomer docs

● OSS Airflow GitHub code

https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/cluster-policies.html
https://www.astronomer.io/docs/learn/airflow-advanced-cluster-policies
https://github.com/apache/airflow

